CIS 221 Lab 10 Connecting Widows XP Professional to a Network


Lab 10 Connecting Windows XP Professional to a Network
This lab contains the following exercises and activities:

· Exercise 10-1: Creating a VPN Connection

· Exercise 10-2: Internet Connection Sharing

· Exercise 10-3: Obtaining an IP Address

· Exercise 10-4: Using the Help and Support Center Network Diagnostics

· Exercise 10-5: Using Command-Line Diagnostics

· Exercise 10-6: Issuing and Accepting Remote Assistance Invitations

· Lab Review Questions

Scenario

Contoso, Ltd., is a large corporation with many nodes on the network. Each of the nodes has an IP address, which is either statically assigned or assigned by a Dynamic Host Configuration Protocol (DHCP) server. Many of the calls that come into the technical support center at Contoso deal with network connectivity. In this lab, you will be asked to deal with some common connectivity issues.

After completing this lab, you will be able to:

· Create connections using the New Connection Wizard.

· Create a virtual private network (VPN) connection.

· Use Automatic Private IP Addressing (APIPA) and DHCP to receive an Internet Protocol (IP) address and other IP parameters.

· Set IP addresses statically.

· Use the Help and Support Center to diagnose network connectivity.

· Use the command line to diagnose network connectivity.

· Use Remote Assistance.
Before You Begin

Establish your network connection using the following steps.

1. Log on as local Administrator.

2. From the Start menu right click on My Computer and select Properties

3. From the Computer Name tab click on Change.

4. In the Computer Name Change dialog box erase .local from the Domain box.

5. Click OK

6. In the Computer Name Chang dialog box in User name type Administrator and in the Password box type none.

7. Click OK

8. After a few seconds you will be welcomed to the Contoso domain click OK.

9. Click on the dialog box that tells you that you must restart your computer.

10. Click OK in the Systems Properties dialog box.

11. Click Yes in the Systems Setting Change dialog box, you computer will shut down and restart.

12. Log on as local administrator.

13. From the start menu select Control Panel
14. Select Security Center

15. Open the Windows Firewall and make sure that it is Off.

16. Close all windows.

There are no prerequisites for Lab 10 for the student. The instructor needs to configure a DHCP server and activate and then deactivate the scope for part of Exercise 10-3, "Obtaining an IP Address."

This lab uses the variable xx to refer to your number so that your computer name is referred to as Computerxx and your student identity as Studentxx. You are asked to pair with another student in this lab. Your partner's number is referred to as yy.

Exercise 10-1: Creating A VPN Connection

A user has injured her knee and will be working from home for the next month. Your network has a VPN server, so you decide to create a VPN connection on her laptop so that she can connect to the network from home using her high-speed Internet connection.

1. Log on with your local Administrator account. (The password is P@ssw0rd.)

2. From the Start menu, select My Computer.

3. In the My Computer window, in the Other Places pane, click My Network Places.

4. In the My Network Places window, in the Network Tasks pane, click View Network Connections.
5. In the Network Connections window, in the Network Tasks pane, click Create A New Connection.

6. In the New Connection Wizard, on the Welcome page, click Next.

7. On the Network Connection Type page, select Connect to the network at my workplace and then click Next.

8. On the Network Connection page, select Virtual Private Network connection and then click Next.

9. On the Connection Name page, type Contoso and then click Next.

10. On the VPN Server Selection page, type Contoso.local and then click Next.

11. On the Connection Availability page, click Next to accept the default setting (My use only)
12. On the Completing The New Connection Wizard page, select the Add A Shortcut To This Connection To My Desktop check box and then click Finish.

13. In the Connect Contoso dialog box, click Cancel.

14. Leave the Network Connections window open for the next exercise

Exercise 10-2: Internet Connection Sharing

The woman from the previous exercise also has a desktop computer that she would like to use along with her laptop. You need to share the VPN connection so that she can use the desktop machine when the laptop is connected to the Contoso network.

1. In the Network Connections window, under Virtual Private Network, right-click Contoso and then select Properties.

2. In the Contoso Properties dialog box, on the Advanced tab, under Internet Connection Sharing, select the Allow Other Network Users To Connect Through This Computer's Internet Connection.
Question 1: What does the warning message say? 

3. Click OK in the Network Connections message box.
Important:  Click Cancel instead of OK in step 4 because we are just simulating sharing the connection. Clicking OK will create many IP conflicts on the network because Internet Connection Sharing (IC5) uses a specified IP address space.
4. In the Contoso Properties dialog box, click Cancel.

Important:  Click Cancel instead of OK in step 4 because we are just simulating sharing the connection. Clicking OK will create many IP conflicts on the network because Internet Connection Sharing (IC5) uses a specified IP address space.

5. Leave the Network Connection window open.

Wait until everyone has finished the above section
Important: Your instructor must disable the scope for the IP address range on the OHO' server for the lab classroom before the following task will work.

Exercise 10-3: Obtaining An IP Address

To communicate with other computers on the network using TCP/IP, your computer needs to have an IP address. The following tasks assign 1P addresses to the local area connection using different methods.
Obtaining an IP Address Through APIPA

The following steps will adding an APIPA address to your local area connection.

6. In the Network Connections window, right-click Local Area Connection and then select Properties.

7. In the Local Area Connections dialog box, select Internet Protocol (TCP/IP) and then click Properties.

8. In the Internet Protocol (TCP/IP) Properties dialog box, select Obtain An IP Address Automatically and then click OK. ( it will take a shot amount of time for the Local Area Connect to re-set itself and a warning box will appear indicating you have lost connectivity).
9. In the Local Area Connections Properties dialog box, click Close.

10. From the Start menu, select Run.

11. In the Run dialog box, in the Open text box, type cmd and then press ENTER.

12. In the command prompt window, at the command prompt, type ipconfig▲/renew and then press ENTER.

Note:  Your computer will try to contact a DHCP server and, after that attempt times out, will assign your computer an APIPA address. This will take a few moments, and an error message will appear indicating that a DHCP server could not be contacted.

13. At the command prompt, type ipconfig▲/all and then press ENTER.

Question 2: What are the first two octets of the Autoconfiguration IP address, and what do they tell you about the source of the IP address?

14. Leave the Network Connections window and the command prompt window open for the next task.
Question 3: What is the visual indication the Local Area Connection is note working? 
Using an Alternate IP Address

A user connects his laptop at work and is assigned an IP address by a DHCP server. When he gets home, however, the IP configuration is wrong.

He wants you to set his laptop up so that he can plug in his computer to his home network, and the IP information will be changed so that it is correct for the home network. When he plugs in the computer at work, it should automatically obtain correct IP configuration for the work network.

At home, he connects to a network on the subnet 192.168.0.2/24. The default gateway is 192.168.1.200, as is the DNS server.

1. In the Network Connections window, right-click Local Area Connection and then select Properties.

2. In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP) and then click Properties.

3. In the Internet Protocol (TCP/IP) Properties dialog box, on the Alternate Configuration tab, select User Configured.

Tip: The Alternate Configuration tab will not appear in the Internet Protocol (TCP/IP) Properties dialog box unless Obtain An Ip Address Automatically is selected on the General tab. In other words, the network connection must be configured to use PHCP for the alternate configuration options to be active.

5. In the IP Address text box, type 192.168.1.xx.

6. In the Subnet Mask text box, type 255.255.0.0.

7. In the Default Gateway text box, type 192.168.1.200.

8. In the Preferred DNS Server text box, type 192.168.1.200. Click OK
9. In the Local Area Connection Properties dialog box, click Close.

10. In the command prompt window, at the command prompt, type ipconfig▲/renew and then press ENTER.
11. At the command prompt, type ipconfig▲/all and then press ENTER.

Question 4: What is the Autoconfiguration IP Address as reported by Ipconfig /all?

Question 5: Why isn't the preferred DNS server address 192.168.1.200, as specified on the Alternate Configuration tab?

12. Leave the command prompt window and Network Connections window open for the next tasks.

Wait until everyone has finished the above section

Important: Your instructor must enable the scope for the IP address range on the OHO' server for the lab classroom before the following task will work.

Obtaining an IP Address Through DHCP 
Contoso uses DHCP servers to serve IP configuration parameters to DHCP clients. You need to make your computer a DHCP client and confirm that it received its IP address from the DHCP server at 10.1.1.200.

1. In the command prompt window, at the command prompt, type ipconfig▲/release and press ENTER.
Question 6: What IP address did you obtain? 

2. At the command prompt, type ipconfig▲/renew and press ENTER.

3. At the command prompt, type ipconfig▲/all and press ENTER.

Question 7: What IP address did you obtain?
Question 8: When will the lease on the IP address expire? 
4. Leave the command prompt window and Network Connections window open for the next task.

Setting a Static IP Address

The following steps will restore your IP address and parameters to static values.

1. In the Network Connections window, right-click Local Area Connection and then select Properties.

2. In the Local Area Connections dialog box, select Internet Protocol (TCP/IP) and then select Properties.
3. In the Internet Protocol (TCP/IP) Properties dialog box, select UseThe Following Address.

4. In the IP Address text box, type 10.10.10.2xx.

5. In the Subnet Mask text box, type 255.255.0.0.

6. In the Default Gateway text box, type 10.10.10.30.
7. In the Preferred DNS Server text box, type 10.10.10.200
8. In the Alternate DNS Server text box, type 10.10.10.30
9. Click OK
10. In the Local Area Connection Properties dialog box, click Close.

11. Leave the command prompt window and the Network Connections window open for future exercises.

Exercise 10-4: Using The Help And Support Center Network Diagnostics

You are having trouble diagnosing a problem on a computer having to do with network connectivity. You have asked for help from another technician at Con-toso, and he wants you to save a diagnostic report of the network using the Help And Support Center. You are to save the report in the Shared Documents folder of the computer so that he can access it.

1. From the Start menu, select Help And Support.

2. In the Help And Support Center, in the Search text box, type diagnose network, and then press ENTER
3. In the Search Results pane, click Network Diagnostics.

4. On the Network Diagnostics page, click Set Scanning Options.

5. Under Options, select and clear the check boxes as shown in the following figure.
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6. Once the options are set, click Scan Your System. The more computers that are on the network, the longer the scan will take.

7. On the Network Diagnostics page, click Save To File. This will place a file on the desktop that can be used for diagnosing network problems. It contains the results of the scan. 
Place the file you saved in the drop box on the D2L system (20 points)

Question 9: Answer the following questions

Under Computer System

What is the caption for the Computer system? 

Is daylight saving active? 

What is the system type? 

Under Operating System

What is the BootDevice? 

How much free physical memory is there? 

Under Network Adapters

How do we know that the Default Gateway passed (hint click on the + sign)? 

What is the MAC address? 

What are the Network Clients? 
8. In the message box, click OK.

9. In the Network Connections window, under LAN Or High-Speed Internet, right-click Local Area Connection and select Disable.

10. Click a blank space in the Network Connections window. In the See Also section, click Network Troubleshooter.

11. In the Help And Support Center, on the Networking Problems page, under Fix A Problem, click Diagnose Network Configuration And Run Automated Networking Tests.

12. On the Network Diagnostics page, click Set Scanning Options. Set the options according to step 5. Click Scan Your System. Notice that many of the diagnostic results are different because the network card has been disabled.
Question 10: Why are there no + sighs in front of the items under Modems and Network Adapters?.

13. In the Network Connections window, right-click Local Area Connection and select Enable.

14. Close all open windows except the Network Connections window and the command prompt window.

Exercise 10-5: Using Command-line Diagnostics
To solve common networking issues, you use several command-line tools. A user has had network diagnostics and a repair run on her computer but still has connectivity problems. It is your task to use command-line tools to help diagnose the problem.
Using Ping

The following steps use the Ping command to check connectivity.

1. In the command prompt window, at the command prompt, type ping▲127.0.0.1 and then press ENTER.

Tip:  Pinging 127.0.0.1, the loopback IP address, is a way of testing internal TCP/IP setup, without involving outside network nodes. It is perhaps the first command you should issue if TCP/IP is failing on a system. If the command does not run successfully, you know that there local TCP/IP issues. (Keep in mind that does not preclude external problems).
2. At the command prompt, type ping▲-n▲20▲10.10.10.200 and then press ENTER.

Tip: If you are suspicious that a connection to an outside resource is behaving inconsistently (sometimes working, sometimes not), use the —n parameter to increase the number of pings that the Ping command sends to the destination host. For a high-speed connection, set it to 100 or more. Every ping should be returned with a reply.

Important:  Not all hosts respond to the Ping command. Do not assume that because a host does not respond to a ping that it is not online and working correctly. The Ping command requires that the host accept incoming Internet Control Message Protocol (ICMP) messages and respond to them. Hosts, or firewalls, can be set not to do this, in which case the Ping command will fail.

Using Pathping

The following steps demonstrate the Pathping command, which will ping each router on the way to the final destination and compute how long each router is taking to respond. This can give an indication of what router or routers are having troubles along the path.

1. In the command prompt window, at the command prompt, type pathping▲10.10.10.yy and then press ENTER.

2. Read the results from the Pathping command.

3. At the command prompt, type pathping▲www.example.com and then press ENTER.
You will see a statical run for the pahtping, wait until iti is completed (this could take up to 5 minutes)
Question 11: How many different IP addressed did the Pahtping find? 
Question 12: What is the IP address of www.example.com? 

Using Tracert

The following steps demonstrate the Tracert command.

1. At the command prompt, type tracert▲www.example.com and press ENTER.

Question 13: Did any one IP adders show a significant loss of packets and if so which node?
Using NSlookup

The following steps purge your DNS cache and query available DNS servers.

1. At the command prompt, type ipconfig▲/flushdns and press ENTER.

Question 14: What is the return response to the command? 

2. At the command prompt, type nslookup▲www.microsoft.com and press ENTER.

Question 15: What information does the NSlookup command convey for www.microsoft.com? 
Tip:  If you are troubleshooting Internet connectivity, try using the Nslookup command on a common URI_ to see whether a DNS name is returned. If you can confirm that connectivity is not down, try using NSlookup to see if DNS resolution is working. If not, try configuring a different NS server, or if your DNS server is internal to the network, make sure that it is functioning properly.

3. Close all open windows.

Exercise 10-6: Issuing And Accepting Remote Assistance Invitations

Currently, to fix a user's computer problem, you visit the user's computer. You have decided to start using Remote Assistance so that you can help from the plush confines of your cubicle, and thus save time and avoid exercise.

To implement Remote Assistance, you will create a shared folder in which the users can deposit an invitation. You can then call the user and guide them through issuing you an invitation to help them through...using Remote Desktop.

Important:  Complete the following steps on the odd-numbered computer  in your student pair only. For example, if your number is 07, and your partner's is 08, complete these steps on Computer07 only.

1. Log on with your Contoso student account.

2. From the Start menu, select Run.

3. In the Run dialog box, in the Open text box, type runas▲/user: computerxx\ administrator▲cmd and then press ENTER.

4. At the Enter The Password For ComputerOnAdministrator prompt, type P@sswOrd and then press ENTER.

5. At the command prompt, type mmc▲compmgmt.msc and then press ENTER.

6. In the Computer Management console, under System Tools, expand Shared Folders, select Shares, and from the Action menu, point to New and then select File Share.

7. On the Create A Shared Folder Wizard page, click Next.

8. In the Folder To Share text box, type C:\RemoteAssistance.

9. In the Share Name text box, type Remote Assistance and then click Next.

10. In the Create A Shared Folder Wizard message box, click Yes to create the folder.

11. On the Shared Folder Permissions page, select Customize Permissions and then click Next.

12. On the Completing The Create A Shared Folder Wizard page, click Finish.

13. Close all open windows.

14. Ensure that the desktop has the focus, and then press F1.

15. In the Help And Support Center dialog box, under Ask For Assistance, click Invite A Friend To Connect To Your Computer With Remote Assistance.

16. On the Remote Assistance page, click Invite Someone To Help You.

17. Click Save Invitation As A File (Advanced) at the bottom of the page.

18. On the Remote Assistance - Save Invitation page, accept the defaults and then click Continue.

19. On the Remote Assistance - Save Invitation page, in the Type Password and Confirm Password text boxes, type P@sswOrd and then click Save Invitation.

Tip:  Ensure that the password is conveyed through a different medium from the invitation (for example, if you send the invitation in an e-mail message, communicate the password by phone). This way, if the invitation is intercepted over one medium, it will not be useful to the attacker unless he also captures the password over the other medium.

20. In the Save As dialog box, navigate to C:\Remote Assistance, and then click Save.

21. Close the Help And Support Center.

Important: Complete the following steps on the even-numbered computer.

22. Ensure that you are logged on with your local Administrator account.
23. Open the RAlnvitation.msrcincident file that your partner just saved to the shared folder. (To access the share, open a Run dialog box, and in the Open text box, type \\computeryy\Remote▲Assistance, and then press ENTER)
24. Double-click on RAlnvitation.msrcincident file
25. In the Remote Assistance dialog box, in the Password text box, type P@sswOrd, and then click Yes. 
Question 16: What does the message say on the odd number computer? 
Important:  Complete the following steps on the odd-numbered computer.

26. In the Remote Assistance message box, click Yes.

27. In the Remote Assistance window, in the Message Entry box, type I need help, or some other message, and click Send. 
Important:  Complete the following step on the even-numbered computer.

28. In the Remote Assistance window, click Take Control in the toolbar at the top of the window.
Question 17: What does the message say in the dialog box and what is the recommendation? 
Important: Complete the following step on the odd-numbered computer.

29. In the Remote Assistance — Web Page Dialog dialog box, click Yes. 
Question 18: What does the message say on the even numbered machines?

IMPORTANT Complete the following steps on both computers.
30. On the even-numbered computer, in the Remote Assistance — Web Page Dialog dialog box, click OK. You now have control over your partner's computer. 
31. To test the remote assistant on the even numbered machines navigate to C:\ProgramFiles\Movie Maker.

32. Open the properties dialog box for moviemk.exe and answer the following questions;

Question 19:  Fill in the following table

	On the General tab what is the size of the file on disk?
	

	On the Version tab, what is the file version?
	

	On the Security tab, what users have access to the program?
	


33. When finished close all windows and click Disconnect.

34. Close the Remote Assistance window on both computers.

Lab Review Questions

1. You are on a network with a DHCP server. Your computer boots and attempts to renew its lease on its IP address but is unable to reach the DHCP server, which is down. You are assigned an APIPA address and cannot access the network. Later, the DHCP server is started and working. What is the minimum action you need to take to receive a DHCP assigned address?

2. How can you tell an APIPA address at first glance?

3. Can the DHCP client be enabled to receive other IP parameters besides an address, such as the address of a DNS server?

4. What command-line diagnostic used in this lab asks the DNS server to resolve a name into an IP address, or vice versa?

5. You are logged on to your computer as an Administrator. You use Remote Assistance to take control over a user's computer who is logged on as a Domain User. Whose security credentials take precedence when you are accessing his computer?
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